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Abstract

One of the critical issues in managing
Information Technology (IT) nowadays is the
management of existing information systems. Due
ro several causes, the decision as to whether
knowledge abour existing systems can and should
be extracted has become a crucial one. This
article discusses this problem area, and based on
a problem definition outlines an approach o
assessing the feasibility of knowledge extraction,
The approach has two components: an overall,
managerial part focusing on the readiness of the
software organization for the new technology, and
a specific, rechnical parn focusing on assessing
Jeasibility of knowledge extraction for individual
systems. Both these components were defined and
tested as part of a reverse engineering project at a
large banking and insurance company in the
Netherlands.

1. Introduction

One of the most widely used models for
assessing an IT department of an organization is
Stage Model of Richard Nolan (Gibsen and
Nolan, 1974, Nolan, 1973, 1979, 1987). Despite
the fact that the model has been proved
theoretically and empirically invalid (Lucas and
Stutten, 1977, Kling and Kraemer, 1984), the
model seems to be a valid tool for ideatifying
critical issues for managing IT. Nolan discusses
these issues along four dimensions: the level of
planning and control, the portfolio of existing
systems, the level user participation, and type of
IT activities.

In this article the focus iz one of the dimensions
that Nolan describes, the dimension of the type

Comgroer Scicntisi, July 1418, Befjing, Chine

of IT activities. Nolan makes a distinction
between developing new information systetns,
making adaptions to existing systems, and
integrating different information systems. As an
organization reaches a higher level along the
Nolan curve, attention shifts from new
information systems, to existing information
systems, and finslly to integration. However,
although the type of IT activity is a critical ‘issue
for managing IT, current literature does not
offer any evidence with respect to this shift in
attention.

Thus, based on current literature it is difficult to
show the relevance of knowledge about existing
information systems. The relevance of this
knowledge increases as attention shifts 1o
adapting existing systems, and slso to integrating
systems, The Nolan model does mot provide us
with any guidelines as to decide whether or not
knowledge sbout information systems should be
acquired or mot. Although new research efforts
have started to emerge in the arcas of assessing
IT management, e.g.the Maturity Framework of
the - Software Engineering Institute (see
Humphrey, 1987, 1988, 1989), these efforts have
not yet provided us with explicit guidelines.

So, when conducting research on the relevance
of extracting knmowledge about existing systems,
new concepts have to be defined because
existing literature does not provide for it. In this
article a detailed discussion is presented with
respect (o the feasibility of knowledge
extraction. The results are derived from a large
research effort that focused on assessing the
relevance of extracting knowledge about existing



systems. Because knowledge extracting is tightly
tinked to reverse engineering and reengineer-ing
- reverse engineering is the most common
method for knowledge extraction (see Reckoff,
1985, Chikofsky, 1990) - the research is also
focused on these activities.

This article is organized as follows. First, the
research problem is presented in detail. Several
determinants for the relevance of extracting
knowledge from existing systems are discussed.
An overview is given of an approach to
assessing the feasibility of knowledge extraction.
The approach has two components: an overall,
managerial part focusing on the readiness of the
software organization for the new technology,
and a specific, technical part focusing on
assessing feasibility of knowledge extraction for
individual systems. In the third section, the first
component is discussed. Four different types of
situations or paradigms are idenfified that allow
a distinction to be made in IT departments
where knowledge extraction is relevant, and IT
departments where it is not. Based on this
discussion, section four describes a framework
for assessing the feasibility of knowledge
extraction and reverse engineering for individual
information systems. Based on these discussions,
section five presents several recommendations
and conclusions.

2. A description of the research problem
in May 1990, a banking and insurance company
in the Netherlands started a reverse engineering
project. The objective of the project was to
clarify the potentials and weaknesses of the
reverse engineering in the organization. The
final results of the project were presented in
Qctober 1992, The project had three major
areas of attention:
Omethod - the method/approach
to reverse engineering.

Otechnology - availability of tech-
nology to be used for
reverse engineering.

Qorganization - potential use of reverse

engineering in the IT
organization.

To identify the potential use of reverse enginee-
ring in the IT organization, two separaie
research efforts were conducted. The first effort
focused on the overall, managerial issues, i.e.
identifying the readiness of the organization for
applying reverse or re-engineering. It is
discussed in the next section. The other cffort

focused on the economical and techmical issues
of reverse engineering, i.e. to value information
systems according to their reusability. It is
discussed in section four,

The problem definition for these two efforts was
defined in the following way. A specific business
problem is considered: an increase commercial
capabilities of the organization. With respect to
information systems, commercial capabilities can
be enhanced by making information systems
more flexible, and by incressing the
maintainability of information systems.
Maintainability and flexibilitycan be achieved by
renovation of complete systems, or by building
new systems in order to replace existing
systems. It is assumed that the first solution,
total renovation, is too difficult for a large
organization to realise. Thus, the focus should
be on replacing existing systems.

With respect to replacement, two potential

problem areas exist:

O (during information systems planning) it
is difficult to assess the feasibility of
replacement. It is difficult to relate the
requirements of end-users to that which
already exists,

O (during implementation of irformation
systemis) insecurity exista as to the
replacement: the functionality of the
existing system is not always known.

Based on these potential problem areas it can
be concluded that the focus of replacement
should be on controlling the existing siiuation, In
order to contrel the existing situation,
knowledge sbout function and structture of
information systems is important. A way in
which to acquire functionsl and structural
knowledge is reverse engineering.

The problem definition was defined in such a
way a8 (0 be characteristic for large
organizations. It was derived from a large survey
research project among companies using
software development tools in the Netherlands
(see Kuster et. al., 1992). The survey showed
that the assumption of Nolan, i.e. the shift in
attention from developing new systems, to
existing systems and integration is not clearly
visible. However, the percentage of the iotal
number of man years spend by the IT organiza-
tion on maintaining information systems, decre-
ases with an increase in sophistication of opera-
tional activities and planning activities. Hence



the definition of the two problem areas.

3. The overall readiness for knowledge
extraction

Organizations are shaped based on a mumber of
implicit and explicit assumptions. Usually, these
assumptions are made by the founder of a
company. Management of Information
Technology (IT) is shaped in much the same
way. It is based on severa] assumptions how to
carry out information systems development,
maintenance, information services, and how to
plan for and control all these activities. Based
on these assnmptions, it is possible to identify
several perspectives or metaphors that exist in
IS and CS literature, Examples of perspectives
are the management accounting philosophy,
which stems from cybernetics and the metaphor
of organizations as machines, organization
development, political perspectives and social
perspectives (see Morgan, 1986). Dealing with
perspectives means dealing with issues that are
not orthogonal. Consequently, several perspec-
tives will usually be valid at the same time. We
will not focus on metaphors but on paradigms.
Because paradigms hold ’meta-theoretical
assumptions about the nature of the subject of
study’ (Burrell and Morgan, 1979), nc two
paradigms can hold at the same time.

The concept of control can be used to make a
distinction between several paradigms. With
respect to control systems, Anthony identifies
activities at a strategic level, tactical level and
operational level (1964, 1972). Strategic activities
address long term aspects, e.g. developing a
strategy for IT, The tactical level represents
activities at a shorter time frame, such as
planning for various activities. The operational
level holds most of the IT activities, i.e. short
term aclivities as developing information sys-
{ems, maintenance, project management, and
services.

Figure 1 shows strategic, tactical and
operational activities along two dimensions. The
horizontal dimension represents the emphasis
on operational activities performed, The vertical
dimension represents the emphasis on the set of
strategic and tactical activities. Strategic and
tactical aspects were taken fogether to contrast
management aspects to the more technical
aspects of the operational activities,

Based on these two dimensions, four different
paradigms are identified: experience control,

Figure 1. Four paradigms or approaches for
managing IT

management accounting, experimental learning
and strategic leaming. The paradigm of

experience represent few emphasis on strategic,

tactical, and operational activities. Because the
low level of emphasis on activities, practitioners
have to rely on their expertise. Consequently, it
will be very difficult to implement a proper

~control system; usually this system will be

incomplete,

IT organizations that rely on the paradigm of
management control are relatively sophisticated
in strategic and tactical activities, but not in
operational activities. Thus, experts pay a lot of
attention to formulating a strategy for IT, but
few attention to developing and maintaining
information systems. Because of the focus on
planning, the culture of the IT organization will
be task and process oriented, tightly controlled
and normative. The organization will rely on &
cybemetic model of control, on a management
control system.

The political and experimental learning
paradigm is characteristic for organizations that
emphasize the operational activities as
compared to the strategic and tactical activities.
Few emphasis is laid on the formulation of a
strategy of IT, but developing and maintaining
information systems is highly sophisticated. So,
on the ome hand state-of-the-art technology is
used to arrive at a sophisticated level of systems

development, but on the other hand the

formulation of a strategy for IT is rather ad hoc.
There are several explanations for this paradox.
For example, IT is critical for survival of the
organization, bui the external environment is
too dynamic to develop a strategy for use of IT.



The best the organization can do is always to
use the state-of-the-art techmology and rely on
the ad hoc formulation of a strategy (see, for
example, Informatie planning in de praktijk,
1992). Another explanation may be that the IT
organization is very political, which reduces the
relevance of plans and strategies. Regardless of
the explanation for the paradox, the controi
process for the IT organization will be political:
since no detailed plans and strategies exist,
contro] will be result oriented.

The fourth paradigm, that of strategic learning,
is characterized by a high level of emphasis on
all  activities, i.e. strategic, tactical and
operational activities. Since we are dealing with
non-routine, nou-industrial type processes (see
Cusumano, 1991), the control process will be a
homeostatic one (see Hofstede, 1978), based on
a learning system. Strategies are not necessarily
planned, and can emerge from various places in
the organization. The organization is self
regulating, homeostatic.

When relating these different approaches or
paradigms to controlling the existing situation,
and to the relevance of extracting knowledge
about existing systems, several conclusions can
be made. Empirical research showed that as
more emphasis is paid to operational and to
strategic/tactical activities, the relative amount
of time spent on maintaining information
systems decreases (Fischer, 1992d). However, as
discussed earlier, the shift in attention that the
Nolan model assuines does not hold.

Based on the framework presented above a
detailed study was conducted on the readiness
for reverse engineering in the banking and
insurance company. About thirty interviews were
carried out at several key figures in the IT
organization. The framework of figure 1 was
fleshed out by using stage models to describe
the horizontal and vertical dimensions in detail.
It was concluded that the IT organization relied
heavily on a management control paradigm, and
as a result was ready for the nmew technology,
but on a small scale. In addition, several critical
factors for success were identified. For a more
detailed discussion of the framework, see
Fischer (1992a, 1992b, 1992d).

4. Assessing the feasibility of reverse enginee-
ring
Having assessed the potential for reverse

engineering and knowledge extraction on a

conceptual level, the second effort of the project
Revival was to develop and test a framework for
assessing the feasibility of reverse engineering
for individual systems.

The framework is based om the concept of
software gquality. When looking at characteristics
of software quality, three main characteristics
can be identified (Boehm et. al., 1978):

O adaptability, which focuses on the
difficulty with which it is to adapt
software. What is the total cost of adap-
ting an information system 10 a new
situation?

O portability,  which focuses on the
difficulty of changing the platform on
which an information systems works.
How many changes have to be made (o
run an information system on another
platform?

Q< usabiliry, which focuses on how well
users are capable to work with the
information systems.

Software quality can be regarded as the interac-
tion between each of these three characteristics.
Based on the characteristics, measuring software
quality can be approached in several ways: in a
top-down way, i.e. based on a total quality
definition, in & bottom-up way, i.e. based on a
definition of quality by the end-user, or in an
intermediate way, i.e. based -on a combination of
user requirements and definition of quality.

When applying the intermediate approach to
software quality, which we will call relative
quality, the three main characteristics of quality
can be related to external entities. In this way
the abstract factors of Boehm are considered
from a practical point of view. As figure 2
shows, adaptability is related to software,
portability to- hardware, and usability to the
software organization.

The shaded areas in figure 2 represent the
interaction between the external entities. They
allow several lower level quality aspects to be
identified. For example, reusability is the result
of the interaction between software and the
software organization. Thus, extraction of
knowledge and the potential for reverse
engineering can best be described in terms of
software and software organizations, in other
words, in terms of usability and adaptability.

What can be concluded from this discussion is



Figure 2. The relasion between the three main
aspects of relative software quality

that the feasibility of knowledge extraction,
based on relative quality, is measured in terms
of software and software organization. For both
these aspects frameworks exist that identify
several levels of maturity. For software, a
classification can be wused of several possible
architectures of software (see Kusters, 1991,
Vinig and Achterberg, 1991), ranging from
unstructured programs to repository based pro-
grams. For software organization, the
framework presented in the previous section
may be used, or the Maturity Model of the
Software Engineering Institute. In the Revival
project, the Maturity Model was used to flesh
out the framework.

A detailed approach to assessing the relative
software quality of individual systems was
developed in the Revival project. For a
discussion, see Van der Vos and Fischer (19%2).
The model developed was tested im two
practical cases. Based on interviews and existing
code and documentation of the information
system, a qualitative measurement of reusability
was carried out. The measurements were
consistent with the impressions of the users of
tke information systems, and provided them
with a proper mechanism to compare different
information systems. It allowed experts to
decide among these systems whether knowledge
extraction is feasible or not.

6. Summary and conclusions

In this article the aspect of knowledge extraction
and reverse engineering was discussed. An
approach was presented 0 assessing the
feasibility of knowledge extraction. This
appreach consisted of two components. The first

component studies the overall readiness of an
IT organization for the new technology, the
second component on assessing the possibility of
knowledge extraction or reverse engineering for
individual information systems. For both these
components detailed frameworks were defined,
and tested as part of a large project at a large
banking and insurance company in the Ne-
therlands.

Although the components were qualitative in
nature, they provided valuable insight into the
problem area, and will therefore be used in
other projects at the same organization. What
can be conciuded from this is that a qualitative
evaluation is not necessarily undesirable, as long
as it is uses knowledge of experts in maintenan-
ce and of end-users. Because feasibility smdy
requires the integration of aspects of computer
science, information systems and economics, it
is almost impossible to define a totally objective
approach to assessing feasibility. Such an
objective approach should not be regarded as a
panacea. Instead, it is better to apply multi-
discipline research to arrive a qualitative model
that is easy to understand and use for experts,
and which allows them to value systems and
technology based on their own experience.
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